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Abstract—The presented work describes a prototype (mockup)
of a system for monitoring environmental parameters in residen-
tial and public premises. The developed system consists of a
set of edge computing nodes aimed to collect sensor data that
are sent to the server for further processing. On the example of
single-board computers Raspberry Pi and BeagleBone we analyze
the peculiarities of their use as edge computing nodes within
one distributed system. The MQTT protocol facilitated data
transmission between the server and the edge nodes. A specialized
time series database, that is optimized for temporal data storage
and processing, was utilized for storing the transmitted data.
Grafana was employed for the collected data visualisation. The
essential information, such as period averages, has been displayed
as graphs on dashboards with help of created database queries.
Additionally, a REST API was implemented to manage key
objects and retrieve information, necessary from potential client
applications. Based on the completed work and on the obtained
data, we can conclude that the development of a system for
controlling environmental indicators in residential and industrial
premises, consisting of several edge computing nodes on the
basis of different devices is possible, but when deciding on the
design of such a system, it is required to consider the technical
characteristics and configuration features of the used devices.

Index Terms—distributed applications, edge computing, inter-
net of things, single board computers, sensors, monitoring.

I. INTRODUCTION

Monitoring of environmental parameters is an important
task both to ensure human safety and comfort, and to ensure
the conditions of various technological production processes.
Thus, in residential and public premises it is often important
to control temperature, humidity, dustiness, in some cases
radiation level and other parameters. Collection, processing
and analysis of observations allow timely detection of such
deviations of controlled parameters from the recommended
values, which may adversely affect the comfort, health and
safety of people.

Scientific substantiation, industrial design, technical de-
velopment, production and implementation of such systems
have been conducted for a several decades. Despite these
developments, scientific research and engineering works are
actively conducted in this area.

A review and detailed analysis of modern scientific publi-
cations on the topic under consideration as of 2020 is given
in [1]. The review includes more than one hundred scientific
papers. Let us consider some of the publications devoted to
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the research of recent years. In [2], [3] the issues of energy
consumption and energy efficiency management of residential
premises based on sensor readings are considered. In [2] a
simulation model of the energy management system is devel-
oped, including simulation of time, environmental conditions,
heat loss, operation modes of heating equipment and behaviour
of residents of such a house. In [3], the implementation and
use of wireless monitoring and measuring equipment for data
collection over a long period of time (several years) for three
apartment buildings is described. The sensor network consists
of 179 sensors placed in the common areas of the building
and in the flats. The collected data and analysed to evaluate
the building performance in terms of energy consumption and
indoor environmental quality after major building renovation.

In [4] the results of numerous studies on the use of rela-
tively simple and inexpensive sensors (LCS, Low-Cost Sensors
manufactured by Plantower, AQMesh, Alpha-sense, PurpleAir,
E-MOTEs, Shinyei, etc.) for measuring particulate matter in
air in residential areas, public buildings and industrial premises
are analysed. Based on the results, it is concluded that there is
a high potential for public availability of measurement results
by such sensors to inform the population about the state of
the environment, as well as to inform decision makers at the
municipal and state level to mitigate the effects of air pollution
by particulate matter.

In [5] the necessity to develop and implement a system of
remote monitoring and maintenance of indoor microclimate
for rapid construction of energy-efficient and safe buildings in
the Arctic is substantiated. The article presents the results of
development and testing of the software and hardware complex
on the basis of a typical model facility in Murmansk (RF).

In [6] engineering solutions for the realization of an auto-
mated system for monitoring the microclimate of residential,
industrial and office premises are proposed. The engineering
solutions of the system architecture including blocks based on
programmable logic controllers of stationary and mobile types,
as well as remote access channels to the server infrastructure
and cloud data storages are justified.

The study [7] is devoted to the problem of round-the-
clock monitoring of micro-climate in classrooms based on an
autonomous system using edge computing devices to measure
temperature, relative humidity, carbon dioxide level in the
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air, light air ion concentration. The measurement results are
recorded on a smartphone and stored on a remote server.

Based on the given review of the current state of the
industry, we can conclude about the relevance and the need
for further experimental research in the field of development,
testing and accumulation of experience in the operation of
distributed control and monitoring systems using edge com-
puting.

II. GENERAL DESCRIPTION OF THE DEVELOPED SYSTEM
A. Maintaining the Integrity of the Specifications

Low income and developing countries often experience
difficulties in acquiring the newest models and version of
necessary equipment. Also in some cases, due to different
speeds of software and hardware updates, as well as due to
possible regulative restrictions on the free export / import of
technical devices, integrated complex hardware and software
systems in the field of the IoT must be created on the basis
of devices from different manufacturers and different models,
also not always the latest series and years of production [8].

The importance of edge computing nodes for the initial
processing and data accumulation in their own data storage
has significantly increased due to the limitations, costs, and
sometimes contractual conditions associated with the limited
use of cloud services and storage space from the leading
providers when developing IoT systems and components.

The primary goal of this work was to create a proto-
type (mockup) of a system for monitoring environmental
parameters in residential and industrial spaces. This system
comprises several heterogeneous edge nodes that collect sensor
data and transmit it to a server for further processing. Edge
computing, an evolving paradigm in the IoT field, aims to
perform computation and processing at the network’s edge,
closer to the user and data source [9]. Single-board computers
from various vendors are commonly used as the system’s edge
nodes. The prototype’s software is based on a diverse set of
software tools for different functional purposes.

The overall system architecture is depicted in Fig. 1.

B. Edge nodes

In our setup, three models of single board computers were
used as edge nodes: the BeagleBone Rev A6, BeagleBone
Black and Raspberry Pi 1 Model B+.

I. Single-board computers, including the Raspberry Pi, are
often used to develop prototype systems in the Internet of
Things domain [10], [11]. Our system utilizes the Raspberry
Pi 1 Model B+. This model is the latest version of the first
generation Raspberry Pi. Its interfaces include:

- 40 GPIO pins. They can be used to connect peripherals
and expansion cards to the computer.

- 4x USB 2.0 ports

- 3.5 mm audio output

- HDMI output for monitor connection

- Ethernet port

- microUSB port for power supply.

The microSD card is used as a data storage.

The operating system is installed on a microSD card. For
installation one can use Raspberry Pi Imager available on the
manufacturer’s website. Another installer capable of creating a
bootable microSD card can also be used. Although the installer
offers to select the operating system to be installed, the
Raspberry Pi OS 32-bit, which is based on Debian Bullseye,
is installed by default.

If the board is being used without a monitor, the microSD
card with operating system installed should be inserted into
the computer as an external drive. This allows access to the
/boot folder.

For basic configuration, it is essential to create a user ac-
count. To accomplish this, one needs to place a text file named
userconf.txt in the boot folder. This file must include a single
line of text formatted as username : encrypted_password.
The encrypted password should be generated using the
opensslpasswd — 6 command.

Additionally, to access the board remotely, one need to
enable the SSH Server, which is disabled by default. To enable
SSH, create an empty file named ssh within the boot folder.
This file acts as a flag to the operating system during boot,
indicating that SSH access should be turned on.

II. The BeagleBone Black, another single board computer
used in our setup, was introduced in 2013.

Features:

- 1GHz Sitara XAM3359AZCZ100 ARM Cortex A8 family
processor

- 512 MB of DDR3L RAM on an 800 MHz bus

- 4 GB eMMC flash memory

- Slot for microSD card, to increase the internal memory

- micro-HDMI for external monitor connection and audio
playback

- mini-USB for desktop connection and power supply

- RJ45 socket for LAN connection

- 2 pads of 46 pins for connecting electronic modules and
components.

III. The BeagleBone Original Rev A6 single-board com-
puter, released in 2012, predates the BeagleBone Black and
does not include an HDMI connector, preventing the connec-
tion of I/O devices or a monitor, thus limiting its use as a
standalone computer.

To install the operating system, a bootable microSD card
was created.

III. CONNECTING SENSORS

When connecting a sensor, it is necessary to determine
which interface it operates on. In this work the GY-21 module
based on HTU21 (or SHT21) temperature and humidity sensor
has been used (Fig. 2).

This sensor operates on the I12C (IIC, Inter-Integrated Cir-
cuit) interface (or rather bus). This interface has 4 pins: VIN
(input voltage), GND (ground) and two bidirectional lines
SDA (data line) and SCL (clock line) for data transmission.

Let’s analyze in detail the process of getting values from
this sensor on a Raspberry Pi single board computer. The first
thing to do is to connect VIN, GND, SDA, SCL outputs of
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Fig. 1. The overall system architecture

! Raspberry Pi Software Configuration Tool (raspi-config) !

I1 Legacy Camera Enable/disable legacy camera support

I2 SSH Enable/disable remote command line access using SSH

I3 VNC Enable/disable graphical remote access using RealVNC
I4 SPL Enable/disable automatic loading of SPI kernel module
16 Serial Port Enable/disable shell messages on the serial connection

I7 1-Wire Enable/disable one-wire interface
I8 Remote GPIO Enable/disable remote access to GPIO pins

<Select> <Back>

Fig. 2. Temperature and humidity measurement module GY-21 Fig. 3. Interface of the raspi-config tool

i2cdetect -y 1
the sensor to GPIO pins 1, 9, 3, 5 of the board respectively. 1 2 3 4 5 6 7 8 9 a b c d e

After that it is necessary to connect to the computer and use T T T Tt Tt T T
the raspi-config utility to enable the I2C interface (Figure 3)
and reboot the board.

After that, when executing the i2cdetect -y 1 command, a
table with a number that is the address of the I2C device on
the bus should appear. In our case the sensor occupies address
40 (Fig.4).

The sensor connected to the Raspberry Pi is shown on Fig. Fig. 4. I2cdetect command output result
5.

When we are sure that our sensor is successfully connected,
we can start reading the sensor values. In this paper, two
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Fig. 5. GY-21 sensor connected to Raspberry Pi

programs have been created for this purpose using Python and
C programming languages.

In general, to get values from a given sensor it is necessary
to write certain bytes from the device address to the 12C
bus (in particular, 0xF3 for temperature and OxF5 for relative
humidity) using special kernel functions, after which we can
start reading the sensor values. These are also transmitted as
bytes. By default, 14 bits are allocated for the temperature
value and 12 bits for the humidity value. These dimensions
can be changed, but will not be larger than 14 bits, so all
values are transmitted as 2 bytes (16 bits). After reading the
bytes into a 2-byte number with the last two bits zeroed out,
the actual sensor values can be obtained using formulas (1)
and (2)'

S
RH = —6+ 125 x ;g’ (1)
STemp

It should also be mentioned that OS Linux follows the
concept of “everything is a file”, so the I12C interface is a
special file in the /dev directory (e.g. /dev/i2c-1). Therefore,
the read and write functions used in taking sensor values are
special kernel functions to handle such files”.

In addition to taking values, the programs also send them to
the MQTT broker located on the server. They used the Eclipse
Paho MQTT client for this purpose.

Experimentally, it was found that a C program runs several
times faster than one written in Python, making its use
preferable.

In order to simplify testing during the development process,
an additional program was also developed in which the data

ISee sensor documentation
2Linux Kernel Documentation. - URL: https://www.kernel.org/

from sensors were emulated by randomly selecting numbers
from the range of values allowed for the indicator.

IV. SOFTWARE TOOLS

1. The MQTT (MQ Telemetry Transport) protocol * was
used in order to transmit the sensor values. The protocol is
based on the publisher/subscriber (pub/sub) model. Following
this model, the sensors can publish messages to specific
channels (topics), and subscribed clients receive and process
these messages. To facilitate communication using the MQTT
protocol, a broker is required. This broker manages the
message exchange between clients. For this purpose, Eclipse
Mosquitto *, as a lightweight and open-source MQTT broker,
was selected.

2. TimescaleDB ° was used to accumulate and store the
data transmitted from the sensors. TimescaleDB is a relational
database, an extension of PostgreSQL DBMS, optimized for
working with time series data. The peculiarity of this DBMS
is the use of so-called hypertables, that represent virtually the
collections of individual tables (chunks).

Based on the modeling results of the considered subject
area, a relational database schema was created (Fig. 6). We
can notice that the database tables correspond to the main
components of the system, such as devices, stations and
sensor values, together with their related attributes. Also,
thesensor_datavalues table is a hypertable created using the
create_hypertable function.

3. An additional component, called a DB Writer, is neces-
sary for transferring the data from the broker to the database.
DB Writer is an MQTT client. It listens for a specific topic.
Upon receiving a message, it processes the data and writes
it to the database. A Python script (Fig. 7) has been used to
implement this component in our setup.

4. To manage the objects of the developed system (cre-
ation, modification, deletion of objects) and to provide the
necessary service to the intended clients of the system, we
have developed a REST API. This API operates via the HTTP
protocol, with JSON as the primary data transfer format. The
API component includes methods for several functional tasks:

- creating, modifying and deleting "Edge node” objects

- creating, modifying and deleting "Device” objects

- retrieving information about all "Edge node” objects

- retrieving information about a specific "Edge node” and
all its associated ”Devices” by its unique identifier

- calculation of aggregated values for each indicator for each
”Edge node”, such as average temperature and humidity

- retrieving sensor values from a “Device” by its identifier
for a certain period.

Additional necessary methods can be added in the fu-
ture. In this system, the API component was developed us-
ing the Python programming language. The FastAPI library
was utilized for implementing client-server interactions, and
the SQLAlchemy library was used for interacting with the

3MQTT. - URL: https://mqtt.org/
“4Eclipse Mosquitto Manual. - URL: https://mosquitto.org/documentation/
STimescale Documentation. - URL: https://docs.timescale.com/
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of annotations used when writing server methods, which is
very convenient when the number of methods and parameters
increases.

5. Grafana © is utilized for the collected data visualization.
Dashboards were created with Grafana, where panels were
arranged to display information. The visualized data were
retrieved from the database using SQL queries, incorporating
both special macros provided by Grafana and functions from
TimescaleDB.

V. DEPLOYING THE SYSTEM

Most of the components of the developed system were
implemented as so-called “containers”.

Containerization is a form of virtualization that isolates
applications in user spaces. Unlike conventional virtualization
(hardware virtualization), containerization does not emulate
the hardware environment, i.e. containers are created within
the same operating system and use the same kernel.

Docker software was used to automate the deployment and
management of applications in containerized environments. It
allows to ”package” an application with all its environment and
dependencies into an image that can be deployed as a container
on any Linux system that supports cgroups in the kernel, and

6Grafana documentation. - URL: https:/grafana.com/docs/grafana/latest/

Fig. 8. OpenAPI component documentation

provides a set of commands to manage these containers. For
containerization, Docker uses the Docker-Daemon, which runs
on the host and is communicated with by Docker clients (CLI
or GUI) 7

Dockerfile (Fig.9) was developed to create a container
image. Such a file consists of a set of special commands and
arguments to them. They are used to describe the desired state
of the isolated environment: what files to include in it, what
commands to run, etc.

In this work, the Docker Compose utility was used to
organize the collaboration of multiple containers. It cannot be
called a full-fledged orchestrator, as it allows to run containers
only on one physical device, but it is quite convenient for
developing and testing system components.

Also, when deploying the multi-component application, the
so-called reverse proxy was configured on the popular nginx
web server. Its essence is to organize a single entry point into
the system by placing, for example, an API component under
the /api prefix, a Grafana component under the /grafana prefix,

"Docker documentation. - URL: https://docs.docker.com
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1 # syntax=docker/dockerfile:1

2

3 FROM python:3.11-slim-buster

A pYLIon

5 WORKDIR /code

6

7 COPY requirements.txt requirements.txt
8

9 RUN apt update && \

1@ apt install -y gcc libpg-dev &8 \
11 pip3 install -r requirements.txt
12

13 COPY app app

14

15 CMD uvicorn app.main:app --host ©.9.0.0

Fig. 9. Dockerfile for API component

etc. This single point of entry approach allows to flexibly
customize access to the system without opening individual
components for access directly.

It should be noted that for this approach, in addition to the
configuration of the proxy server itself, it is also necessary to
properly configure the exposed components so that they take
the prefix into account when making requests to them, since
by default they are configured to be used without a prefix.

The program code of the components developed in the
course of the work is deposited in the depository and can
be accessed publicly [12]

VI. RESULTS AND THEIR DISCUSSION

In this work, the authors have implemented a prototype of a
hardware-software complex to address a fundamental task in
the field of the Internet of Things: collecting sensor readings,
processing them, and sending them to a global storage for
further analysis (visualization, statistics, abnormality tracking,
etc.). Various technologies were employed to accomplish this
task.

On the example of single-board computers Raspberry Pi
and BeagleBone we have carried out configuration and com-
parative analysis of these computers, as well as identified
the features of their use as edge nodes within a distributed
application.

The MQTT protocol was utilized to facilitate data transmis-
sion between the edge nodes and the server. The transferred
data was stored in a specialized time series database optimized
for handling temporal data.

Grafana was employed to visualize the collected data.
Special queries were created to display essential information,
such as averages over a certain period, in the form of graphs
on dashboards.

A REST API was implemented to manage key objects and
retrieve necessary information from potential client applica-
tions.

VII. CONCLUSION

It can be concluded that prototyping applications for moni-
toring environmental parameters in public premises, consisting

of several edge nodes on the basis of different not always
modern devices and versions, is possible. Such systems may
be of high value for low income communities and countries
that need to monitor and prevent undesirable events in public
buildings, environments and spaces.

However, the features of configuration and technical charac-
teristics of hardware and software components must be care-
fully selected and fine-tuned when replicating the distributed
system design with necessary adaptations.
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