Path to cyber resilience:
Sense, resist, react

Results and relevant insights for the health care sector
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The Art of War

It is said that if you know your enemies and know
yourself, you will not be imperiled in a hundred
battles; if you do not know your enemies but do
know yourself, you will win one and lose one; if
you do not know your enemies nor yourself, you
will be imperiled in every single battle.

Sun Tzu
(Chinese general, military strategist, and author of “The Art of War”)
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The state of cyber resilience
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The high-level components of cyber resilience

The ability of The corporate shield,
organizations to starting with how
predict and detect much risk an

cyber threats. organization is

prepared to take,
followed by three
lines of defense.

Being ready to deal
with the disruption,
with incident response
capabilities, crisis
management,
preservation of
evidence and
investigation of the
breach.
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Cyber resilience

Sense

Resist

React
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The overall picture

Sense Resist React
(See the threats (The corporate shield) (Recover from
coming) disruption)

Where do organizations
make their investments?

Medium High

Board and C-level
engagement

Low High

Quality of executive or

boardroom reporting Medium
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EY's Global Information Security Survey

EY's 19th Global Information Security Survey (GISS) captures the responses
of 1'735 C-suite leaders and Information Security and IT
executives/managers, representing most of the world's largest and most-
recognized global companies.

Responses were received from 72 countries and across nearly all industries.

» In Switzerland, we had 49 participants, of which 31 stem from the financial
services sector (banks, asset managers and insurance companies), 4 from
the life sciences sector, 4 from the technology sector and 3 from the
government & public sector.

» In the Life Sciences sector, we had 29 participants, in the Healthcare sector
we had 69 participants globally.
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GISS demographics

¢ 6 o o
Respondents by area
(1'735 respondents)

respondents

38%

industry sectors
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Insights for the health care sector
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A high level of confidence?

» Organizations have » But not enough organizations

improved their Sense

capabilities significantly,
using:

>

>

Cyber threat intelligence

Installing continuous
monitoring mechanisms,
such as a security operations
center (SOC)

do not have an SOC.

ldentifying and managing
vulnerabilities

are delivering the basics:

LS: 35% / HC: 53%

LS: 54% / HC: 72%

. . do not have, or only have an informal,
Installing active defense threat intelligence program.
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Securing your ecosystem

> |In the digital, connected world, events in an organization’s
network of suppliers, customers, and government bodies
(i.e., the ecosystem) can go on to impact the organization
itself. This is @ major area of risk which is often overlooked:

> would not increase their information security spending even if a
supplier was attacked

> would not increase their spending if a major competitor was
attacked

» An organization's sensory system is much stronger when
events in its ecosystem are taken into account
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Focus on cyber risks, not only on cybersecurity

» Organizations have improved their abilities to resist attacks,
but attacks take different and increasingly complex forms

» Executing control measures in the corporate shield may
work against DDoS or virus attacks, but not against
sophisticated, persistent attacks that dedicated and
organized cyber criminals are launching every day

» |n 2015, said their cybersecurity LS: 89% /
function did not fully meet their HC: 90%
organization’'s needs ;

> In 2016' it is ' which is not a say their cybersecurity function
notable improvement does not fully meet their

organization’s needs.
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Where should organizations focus to better
resist today's attacks?

Activate your defences
Resisting, defending, mitigating and neutralizing attacks is the
necessary core of cybersecurity.

The services and tools organizations use have mostly kept pace,
although 57% say they have had a recent significant cybersecurity
incident which shows the corporate shield needs more strength.

Maturity levels are too low. Percentage who say their management
processes are mature:

Software security:

Security monitoring:

Incident management:

ldentity and access management:
Network security:
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Where should organizations focus to better
resist today’s attacks? cont'd

Take an unorthodox approach

>

Defenses are usually seen as hard barriers, but there are other ways
organizations can minimize the impact of an attack:

>

Switching from fail-safe to safe-to-fail: Organizations have been right to
build robust, resilient fail-safe operations, but it can no longer be the only
option. The new aim should be safe-to-fail, so that on sensing a threat,
mechanisms absorb the attack, reduce the velocity and impact and accept
partial system failure as a way to limit the damage

From protection to sacrifice: Technologies today make it possible to
sacrifice portions of information or operations, which can be performed as
an automated response. When the SOC recognizes a high-level threat, the
system owner receives an alert and the system is shut down
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What are the main obstacles or reasons that challenge your Information
Security operation’s contribution and value to the organization?

(Select all that apply)

Budget constraints 61%
Lack of skilled resources 56%
Lack of executive awareness or support 32%
Lack of quality tools for managing information security 30%
Management and governance issues 28%
Fragmentation of compliance/regulation 19%

Other (please specify) 6%

Multiple responses allowed
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The impact of the internet of things (loT)

Challenges related to the number of devices which will
become part of the network in a very short period of time.
Key concerns cited are:

say their ability to know all their
assets

say keeping devices bug free

say patching vulnerabilities fast
enough
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The impact of the internet of things (loT)

cont'd

> Challenges related to the size of the data traffic

>

Organizations doubt they are going to be able to continue to:
» |dentify suspicious traffic

» Track who has access to their data

» Be able to find hidden and unknown zero-day attacks

» Challenges related to the ecosystem

>

The ecosystem will grow significantly as connectivity expands and
the volume of data increases

It will become difficult to identify what part of the ecosystem is going
to impact the organization, more so if the organization’'s own
cybersecurity is fragmented and not joined up

> expect difficulties monitoring
the perimeter of their ecosystems
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What do you consider to be the information security
challenges of the loT for your organization?

(Select all that apply)

Identifying suspicious traffic over the network

Ensuring that the implemented security controls are meeting the
requirements of today

Knowing all your assets

Tracking the access to data in your organization

Keeping the high number of IoT connected devices updated with the
latest version of code and security bug free

Finding hidden or unknown zero-day attacks

Managing the growth in access points to your organization

Defining and monitoring the perimeters of your businesses ecosystem
Don't know

Other (please specify)

4%

35%

34%

10%

49%

46%

46%

44%

43%

40%

Multiple responses allowed
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Information sharing and collaboration are
on the rise

» Governments and other entities
are increasingly concerned with

cybersecurity. Industry-specific { (o (aqlailaqilaq
regulations relating to cyber risks

. of our respondents’ SOCs collaborate
are gathering momentum. and share data with others in the

same industry.

» Standards are being developed for
critical infrastructure organizations; |LS:90% /
greater calls for information sharing, HC: 43%
collaboration and mandatory
reporting

> |t should be anticipated this will
become compulsory
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Current developments that are affecting the
health care sectr
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loT is the new field of play for cyber attackers
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Cyber attackers are relying on standard
components

metasploit

Project ¥

[Pmetasploit "
—— Metasploit
Quick Start Wizards Global Teols
© o6 @
Hardware Bridge API
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Critical vulnerabilities are not going to disappear,
not even after much time has passed

John Matherly 2- Folgen
@achillean

Nearly 3 years later and we're still looking at
~200,000 services vulnerable to Heartbleed:
shodan.io/report/DCPO7BkV

ABasBB0e

Top Domains

amazonaws.com

myvzw.com

stratoservernet

hinetnet

onlinehome-serverinfo

comeastnet

tipconnectde

comeastbusiness.net

1,0000 2,0000

3,0000 4,0000 5,0000 60000 63750

The Heartbleed Bug

The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. This weakness allows stealing the
information protected, under normal conditions, by the SSL/TLS
encryption used to secure the Internet. SSL/TLS provides
communication security and privacy over the Internet for applications
such as web, email, instant messaging (IM) and some virtual private
networks (VPNs)

The Heartbleed bug allows anyone on the Internet to read the memory
of the systems protected by the vulnerable versions of the OpenSSL
software. This compromises the secret keys used to identify the service
providers and to encrypt the traffic, the names and passwords of the
users and the actual content. This allows attackers to eavesdropon
communications, steal data directly from the services and users and to
impersonate services and users.
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Developers are under cyber attack

[ Developer Platforms Resources Program Support Member Center Q
XCOdE What's New Xcode IDE Interface Builder Features

Tools you'll love to use.

The Xcode IDE is at the center of the Apple development experience. Tightly integrated with the Cocoa and Cocoa Touch
frameworks, Xcode is an incredibly productive environment for building amazing apps for Mac, iPhone, and iPad.
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Summary of current developments 1/2

» Cybercrime in general is on the rise — target data sets are broadening (e.q.,
financial data, personal data, voter data, fraud)

» The Internet of Things (IoT) is the new playing field for attackers of all kinds — as
targets as well as for attacking other infrastructure (various device types are
being targeted; Raspberry Pi is increasingly used as attack platform; sensors will
be in focus going forward)

» The figures and volumes on the black market are increasing (Adobe Flash O-day
exploits are traded for > 100,000 USD, Apple IOS O-day exploits are traded for
> 1,000,000 USD)

» As aresult, more and more companies are setting up bug bounty programs
» The (known) damage following cyber attacks is increasing
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Summary of current developments 2/2

» Attackers are using more and more standard components and tools that are also
used by administrators (e.g., PowerShell, metasploit)

» Trust relationships of apps will increasingly come under attack (e.g., XcodeGhost)

» Developers will be increasingly targeted (backdoors in source code, compiler,
development environment) -> should be increasingly in focus of audit functions

» Due to large scale deployment, mobile or 10T platforms are increasingly interesting
for attackers — and there are O-day exploits to be expected, often without the
possibility to patch (e.q., “stagefright")

» Requlators and critical infrastructure providers are issuing more requirements
related to cybersecurity and especially penetration testing

» More data is being lost or stolen compared to prior years
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Key aspects to consider when addressing today's
cyber risks

» Put stronger focus on developers and related infrastructure (access restrictions,
logging)

» Understand your exposure and role within the l1oT environment (User? Developer?
Manufacturer? Which devices and how many?)

» Invest in meaningful threat intelligence (operational, tactical, strategic)
» Restrict access to components or tools for administrative use
» Enforce need-to-know and need-to-have principles

» Improve logging and monitoring of infrastructure and leverage a SOC solution for
correlation

» Keep an eye on requlators’ requirements and implement accordingly if applicable to
respective industry

» Use versioning systems, offline backup and cryptographic checks for source code
» Evaluate impact of GDPR
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EY's cybersecurity services and related
insights — Appendix
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EY's cybersecurity services

Accelerators

Business and industry
sector focus

Technical research
through Advanced
Security Centers

Diverse personnel
who drive fact-based,
creative business
improvement

Proprietary
frameworks, tools and
thought leadership

Most globally aligned
of the Big Four with an
award-winning people
culture

Client outcomes

Security transformation

Cybersecurity program assessment
Cybersecurity strategy and road map
Security risk assessment
Benchmarking

» Security reporting and metrics
» Third-party risk management
» Chief Information Security Officer

Transformed security program,
driving business performance

Integrated information security and
IT risk approach across enterprise

Cyberthreat management

Threat intelligence
Security monitoring
Incident response

» Vulnerability identification
» Remediation
» Countermeasure planning

Identified and evaluated internal
and external threats

Consistent and reliable response
to incidents

Optimized measures to mitigate
threats

Identity and access management

Review and certification
Role and rules management
Reconciliation

Reporting and analytics

Strategy and governance
Request and approval
Provisioning and de-provisioning
Enforcement

Understand who has or needs
access to important data and
applications

Sustainable, compliant and efficient
access processes

Data protection

Data protection strategy
Host security

Asset management

Data loss prevention (DLP)

» Compliance and certification

» Regionally driven privacy program
assessment, remediation and
implementation

Protect information that matters
and detect leakage

Regulatory and industry compliance

Globalization of data protection
strategies
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Further information and insights

See full survey report: Path to cyber resilience:

Sense, resist, react

Path to Cyber reSiIience: Sense’ reSiSt' reaCt - EY's 19th Global Information Security
EY’'s 19th Global Information Security Survey Sxee20ia
2016-2017: www.ey.com/GISS

View more of EY's insights on cybersecurity on:
www.ey.com/cybersecurity

For further GRC thought leadership, please refer
to our Insights on governance, risk and
compliance series on: www.ey.com/GRCinsights
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CV Stefan Wenigmann

Contact:
+41 58 286 67 56
+41 58 289 67 56

stefan.wenigmann®ch.ey.com

Follow and connect with Stefan on:
XING | LinkedIn | Twitter

Background:

Stefan is Senior Manager in the IT Risk and Assurance (ITRA) practice, focused on
Cyber- as well as Information Security.

He joined EY in 2007 (Berne office, CH) and is currently based in the Zurich (CH)
office.

Today, he manages and performs all kinds of cybersecurity or data protection and
privacy-related projects with clients across all industries. Besides his involvement in
typical cybersecurity-related projects, including cybersecurity assessments, he often
conducts interdisciplinary information security and data protection assessments as
well as holistic cybersecurity activities and security benchmarking.

Stefan graduated as a Dipl. Informatiker FH, Business Applications of Computer
Science at HFU Furtwangen University of Applied Sciences in 2007.

He is a Privacy and Data Protection Officer, udis Ulmer Akademie flr Datenschutz
und IT-Sicherheit (2005), Certified ISO 27001 Lead Implementer as well as a
Certified Information Systems Security Professional (CISSP), Certified Information
Security Manager (CISM), Certified in Risk and Information Systems Control (CRISC)
and Certified Information Systems Auditor (CISA). He is a member of the
Information Systems Audit and Control Association (ISACA), the (ISC)? and a
member of the Information Security Society Switzerland (ISSS).

He speaks German (mother tongue) and English.
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EY | Assurance | Tax | Transactions | Advisory

About the global EY organization

The global EY organization is a leader in assurance, tax, transaction and
advisory services. We leverage our experience, knowledge and services to help
build trust and confidence in the capital markets and in economies all over the
world. We are ideally equipped for this task - with well trained employees,
strong teams, excellent services and outstanding client relations. Our global
purpose is to drive progress and make a difference by building a better working
world - for our people, for our clients and for our communities.

The global EY organization refers to all member firms of Ernst & Young Global
Limited (EYG). Each EYG member firm is a separate legal entity and has no
liability for another such entity’s acts or omissions. Ernst & Young Global
Limited, a UK company limited by guarantee, does not provide services to
clients. For more information, please visit www.ey.com.

EY's organization is represented in Switzerland by Ernst & Young Ltd, Basel,
with ten offices across Switzerland, and in Liechtenstein by Ernst & Young AG,
Vaduz. In this publication, «EY» and «we» refer to Ernst & Young Ltd, Basel, a
member firm of Ernst & Young Global Limited.

© 2017 Ernst & Young Ltd
All Rights Reserved.

ED None

This publication contains information in summary form and is therefore intended for general guidance only. Although
prepared with utmost care this publication is not intended to be a substitute for detailed research or professional
advice. Therefore, by reading this publication, you agree that no liability for correctness, completeness and/or
currentness will be assumed. It is solely the responsibility of the readers to decide whether and in what form the
information made available is relevant for their purposes. Neither Ernst & Young Ltd nor any other member of the
global EY organization accepts any responsibility. On any specific matter, reference should be made to the appropriate
advisor.

www.ey.com/ch



