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resilience

“the capacity to withstand
or to recover quickly from
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How
do we help?




Connect Secure Automate

'l I 1, I 1, Help customers connect,
secure and automate to

CISCO accelerate their digital agility




Customer Focus, Connected Portfolio

Cross-Architectures

Connect
Technology that is connected
provides business resiliency _
and ﬂGXIbI'Ity Platforms with closed-loop
visibility, insight and action
provide business agility
Secure

Trustworthy integrated
solutions with built-in security

to keep your users,
applications and data secure
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Closed Loop Visibility, Insight and Action

Monitoring & Analytics enable AlOps

Insight

Visibility

Data Center
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What customers are asking for...

] Office 365
BERE ovs
Any User Any Device Any App In Any Location
v Employee v Corporate-Issued « Data Center ' On-Premises
« Contractor v Bring-Your-Own v Multi-Cloud ' On-VPN

« Partner « loT « SaaS  Off-Network
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Cisco Strategy

Any User

Any Network Any App
Anywhere

Any Device
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Intent-Based Multidomain Architecture

Any User API| First

] Office 365

BERE) ovs

|
1
I Campus/Branch Transport Data Center
\

Any App
Anywhere

Any Device
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Cisco portfolio explorer

Explore the use cases and architectures that are making a difference in your industry.

Education

Government

Manufacturing

Qil and Gas

Smart Buildings

Transportation

Financial Services

o {SL:L?m ﬁ;\@

Mining 0 0
0

| ]
Retail « (4) 1
Sports, Media, and
Entertainment | Q é

il

Utilities L]

https://www.cisco.com/c/m/en_us/solutions/industries/portfolio-explorer.html
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Cisco portfolio for utilities: What can we help you solve

today?

Utilities

®
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®\ Enterprise and external @\
[ | Cisco .
Webex & Operations DMZ
|
Remote worker access
and business continuity

O Grid Operations control room
|

) . Network management and security
Cisco on-premises and

D Y

Endpoints partner-hosted HCS Generation, transmission,
2 and distribution infrastructure
@\ Utility WAN, substation, and FAN networking
0 |
Threat _—— : Edge compute and analytics
defense/ compliance Grid reliability

Cybervision

Ceeereseeiiiiiiietiitietietaeeaaeaaens, (0
-

. Cisco security for utilities

VPN/ loT Operations .
Anyconnect Dashboard (loT OD)
@\ Software .
= Enterprise applications Grid applications Q DNA center -defined ’
5 access
. Corporate data center

Crosswork network automation

‘ “al. Multi-cloud - Automation

Operations
£ HyperFlex @ ucs E Nexus

) Evolved programmable network management
ontrol center

Field network director
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Overview - Cisco Solution Groups

Collaboration Security

Enterprise Networking Data Center loT Service Provider
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Overview - Cisco Solution Groups
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Collaboratlon Security

oS

ﬂ

Enterprlse Networklng Data Center loT Service Provider
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®

Enterprise and external ®\

|
& Operations DMZ @
|

O Grid Operations control room
|

Network management and security
6 Generation, transmission,

and distribution infrastructure

Utility WAN, substation, and FAN networking
|
Edge compute and analytics

[ 4D Cisco
S Webex

Remote worker access
and business continuity

Cisco on-premises and
partner-hosted HCS

0 0 ©

Threat Regulatory

defense/ x
Cybervision Sasalice

Endpoints

Cerssrrttnnnn

Grid reliability

Resilient
Networking
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@ Cisco security for utilities >\ *  VPN/ loT Operations 4

*  Anyconnect Dashboard (loT OD)  «

@\ '..... ..... R R R : Software :
- Enterprise applications Grid applications = . DNA center v -defined @

5 . s access

. Corporate data center < . 3

) : . Crosswork network automation .

e ‘alh. Multi-cloud g% Automation . . : J

Evolved programmable network management
Operations control center ki . \“D

p— o INTERSIGHT, . :

& HyperFlex @ ucs & Nexus " Field network director
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Resili_ence
at Cisco
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And In today’s world,

it’s a million connections...
behind every moment...
behind every opportunity.
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E Organizations Teams
R Things People  Applications

Communities Locations

jij EXPERIENCES F@

Connections
Highly variable
Dynamic Sustainable TRIETIWIE £ NP . Diverse
Resilient Secure EVRR YOG Flexible Sovereign
| Persona e MVERMLHIMNG  -/PAthetic  |nclusive
MOb”e Personal Simpler
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These connections...

are more complex than they appear on the surface

People, places, Access Network Cloud connectivity Cloud
and things networks services infrastructure and SaaS
N N ™ N [
%% ot Wireless Direct Cloud
gateway connect providers

BYOD
e

Corp devices

network

; Ttedihe
Wireless \¢™) ... ..ot

cisco

ISP transit
. | e—O- C\O g-/LZc)al ISP SWG 5P rans
DNS
loT
Mobile
VDI networks
C Datacenter o P servertess
ameras infrastructure Azure
and sensors
AN AN \§
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Shift in network traffic and destinations

Before What’s changed
Internet
Internet SaaS  laas

Private cloud  Browsing

VPN =

Apps: Hosted in data center

Users: Connected to corporate network to work
Network: Centralized

Security: On-premises security stack

Apps: More hosted in the cloud

Users: More work done off-network
Network: De-centralized

Security: Gaps in protection



Getting Zero
Trust right Is
essential for
Cyber
Resilience

‘dsen’ SECURE

The ability to protect the
integrity of every aspect
of the organization’s
mission to withstand

unpredictable threats or
changes...

..and




It's segmentation
It's ZTNA
It's endpoint security

ZerO TI’US'[ It’s firewall
means different

things to different @It’s identity
people
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Cisco’s journey |
We’ve made our $5OB devices secured

5.76 million health checks/month
g |Oba| com pa ny a test- bed 86,000 devices/month remediated
for Zero Trust

users onboarded
Only < 1% contacting helpdesk

“It’s not often that you can say you are
Y vy fewer VPN auths/month

Users no longer need the VPN for access to more
than 100 applications (on-premises and SaaS)

improving security while also improving
the user experience, but that’s what we k

have achieved with this rollout.”

— Josephina Fernandez . .
Director, Security Architecture & Research, Cisco [ deployment timeline

=EEss  From defining requirements in July to enterprise-
wide rollout of 98 countries in December




Zero Trust at Cisco

Advanced application experience with comprehensive security

Public / private apps

Secure TLS H

DNS / HTTP / HTTPS

Secure Client

Remote workers VPN

Remote access . ‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

All ports / protocols

&

CISCO SASE

<

N 1/
" o DNS-layer M  Cloud-delivered "il azzéure ge\octt’j@ccess
Sees security firewall (w/ IPS) ¢ gateway a broker
7 Interactive = Remote 101 Data Cloud
/N threat = browser 101 loss 2L ) malware
intelligence Isolation ® ®® prevention ’* detection
=
= [+] ? % ' | A
-,
- -—— -——
Adaptive Device posture = Least privileged Continuous Behavior
A and health access verification analytics

~

v

Internet

—Q_’

SSO

Network gateway

eb apps/SSH / RDP /

TCP Connections ;™

Gateway

Public cloud/
SaaS

Private apps/nets
Co-location nets



Cisco’s journey

$3.4M

Annual savings in Annual savings in IT
employee productivity' helpdesk support costs?

Source: Cisco IT based on the implementation of a zero-trust framework

1.
2.

3.

As a result of 410,000 fewer VPN authentications per year

With <1% users contacting IT help desk vs 7% for typical security
technology rollouts

86,000 vulnerable devices self-remediated/month based on 5.76M
device health checks/month

30K

Potential compromises
averted per month3
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https://blogs.cisco.com/ciscoit/zero-trust-framework-improves-workforce-security-and-productivity-while-cutting-support-costs

i
CISCO

Network Resilience

Credentials Monitoring

Choose complex passwords and Secure monitoring and configuration traffic
community strings. Avoid default credentials. with encryption (SNMPv3, HTTPS, SSH).
Use multi-factor authentication.

Change Management
Proactively monitor the environment for
unexpected changes and improve change
management procedures.

Restrict Access System Lifecycle Patch Management

: ; . & Keep software and infrastructure
Restrict access and monitor credential Do not operate or deploy end-of-life or e
systems (TACACS+, jump hosts). end-of-support hardware and software. L P :

Seek Assistance

Seek assistance from Cisco TAC or PSIRT for
security incidents involving Cisco products.

Management Plane

Protect the management plane with
infrastructure ACLs (JACLs).

Authorization

Utilize AAA (Authentication, Authorization,
& Accounting) best practices to prevent
unauthorized configuration changes.

Infrastructure Logs

Review syslog and AAA logs
regularly for abnormal activities.

https://www.cisco.com/c/en/us/about/trust-center/network-resilience.html
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If it's connected, it's protected

Gain end-to-end security with threat visibility across your entire network.




Our Solutions

.. A Empower q Secure & Transform
Teams /ﬁ) Enterprise Infrastructure

) seowe LUl Scaiabe & sustaiiviity

PLATFORMS
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Webex App Dynamics Thousand DNA Center Meraki vManage SecureX Intersight Nexus CX Cloud
Eyes Dashboard

- 3 Reimagine
@ Applications

Buying Programs

PRODUCTS




Our Solutions

- 3 Reimagine Empower q Secure & Transform
@ Applications Teams /ﬁ) Enterprise Infrastructure
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5% Scalable 2% i 9, Sustainibility
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Webex App Dynamics Thousand DNA Center Meraki vManage SecureX Intersight Nexus CX Cloud
Eyes Dashboard

Buying Programs
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