
   

 

Directive on the use of IT resources 

of the Lucerne University of Applied Sciences and Arts, FH Zen-

tralschweiz  
 

of 14 June 2018 

 

The Executive Board,  

pursuant to Art. 15 paragraph 1 of the information technology regulations of 14 June 2018, 

 

hereby enacts the following: 

 

I. General provisions 

 

Art. 1 Purpose  

This directive regulates the use, as well as the monitoring and logging of the use, of IT resources at the 

Lucerne University of Applied Sciences and Arts.  

 

Art. 2 Scope  

This directive applies to members of the Lucerne University of Applied Sciences and Arts1. It also ap-

plies to service providers and guests who use the University's IT resources.  

 

Art. 3 Terms 

Subject to the definitions of terms contained in the IT regulations of 14 June 2018. 

 

II.  Principles of use of IT resources 

 

Art. 4  Devices used 

Information from the Lucerne University of Applied Sciences and Arts can be processed using institu-

tional devices provided by the University or private devices. The users of private devices connected to 

the University's network are personally responsible for their safe use and for ensuring that neither the 

information nor the University's IT resources are impaired or damaged as a result. Persons using private 

devices must protect them from possible misuse. 

  

                                                        
1 The members of the Lucerne University of Applied Sciences and Arts are its employees and students (Article 11 paragraph 1 of the 
Agreement between the Universities of Applied Sciences of Central Switzerland of 15.9.2011) 



  

 

Art. 5  Use of IT resources  

1  The IT resources of the Lucerne University of Applied Sciences and Arts are to be used primarily in 

connection with training, continuing education, research and services for third parties or with em-

ployment-related duties. This also applies to private devices while they are connected to the Univer-

sity's network.  

2  The private use of the University's IT resources is permitted, provided that it is exclusively for per-

sonal use and not for commercial purposes and that none of the University's licence agreements ex-

pressly prohibit such use. The private use of the University's IT resources must not violate its regula-

tions, statutory ordinances or personal rights. Use may be restricted or prohibited if it leads to any 

impairment of the University's IT resources or proper running.  

3  When using the University's IT resources, particular attention must be paid to the following: 

a. Use of the University's IT resources must be made with all due care. 

b. Use of the University's IT resources for private purposes must not complicate or restrict its run-

ning and must not endanger security. 

c. No legal claim can arise from private use of the University's IT resources relating to their availa-

bility or that of private information. 

d. Private use by the University's employees must not impair their work performance or the ful-

filling of their tasks. 

e. Passwords are personal and non-transferable. They must be treated confidentially and may not be 

shared with or otherwise made accessible to third parties. 

f. The sharing of the University's IT resources with unauthorised third parties is not permitted. 

4  The Dean of Finance and Services collaborates with the information security officer and data protec-

tion officer in the issuance of guidelines on the use of private devices connected to the University's 

network. These guidelines regulate the following points in particular: 

a. IT resources whose use is prohibited at the University, 

b. Requirements for devices seeking access, including verification of compliance with technical re-

quirements, 

c. The obligation of users to help IT Services in repairing damage in the event of security-related 

incidents caused by their devices, 

d. Informing users about the possibility of IT Services accessing information or IT resources and de-

leting them for security reasons, 

e. Exclusion of liability of the University for any damage that may occur to such IT resources or to 

the information processed by them, regardless of the cause of the damage. 

  



  

 

Art. 6  Further guidelines 

The Dean of Finance and Services collaborates with the information security officer and data protection 

officer in the issuance of further guidelines, in particular on the following points: 

a. Additional general requirements for the use of IT resources, in particular for the system-related 

protection of IT resources at the Lucerne University of Applied Sciences and Arts with firewalls, 

anti-virus programs, etc., 

b. The installation of filter blocks, 

c. The use of mobile IT resources and mobile working at the University, 

d. The secure operation of University websites, 

e. Emergency access to a user's information or IT resources in the event of unforeseen prolonged 

absence or unavailability, 

f. The secure management of passwords, 

h. The installation of private software on the University's IT resources, 

i. The use of cloud computing at the University. 

 

Art. 7  Personal responsibility 

1  Users are personally responsible for the use of IT resources within the framework of the applicable 

statutory ordinances and the regulations of the Lucerne University of Applied Sciences and Arts. IT 

resources must not be misused. 

2  In particular, users are responsible for ensuring that the relevant data protection and information 

security regulations are observed at their workplace and in their area of responsibility.   

3  Every user who legally provides an authorised third party with access to IT resources or information 

at the University is responsible for subjecting the third party to the rights and obligations arising 

from this directive and/or the guidelines issued pursuant to this directive, as well as the data protec-

tion and information security requirements. 

 

Art. 8  Reporting obligation and incidents 

1  Users of IT resources at the Lucerne University of Applied Sciences and Arts must immediately 

report incidents relating to the security, functionality and availability of IT resources to IT Services. 

Theft and loss of the University's IT resources must likewise also be reported without delay. 

2  IT Services decides on the ensuing course of action and reports relevant incidents to the information 

security officer. Incidents or weak points concerning personal data must also be reported to the inter-

nal data protection officer. 

3  IT Services provides a process that enables a rapid, scheduled and effective response to security 

incidents. 

  



  

 

Art. 9  Misuse of IT resources 

1  The misuse of IT resources is any use that 

a. Violates this directive or the guidelines pursuant to it, 

b. Violates other regulations of the Lucerne University of Applied Sciences and Arts, in particular 

those relating to information security and data protection, 

c. Violates the applicable statutory ordinances, 

d. Infringes the rights of third parties. 

2  The following intentional acts in particular are counted as misuse: 

a. Equipping, connecting or installing IT resources in contravention of the provisions of this di-

rective or the guidelines pursuant to it, 

b. Logging in with third party access data, 

c. Manipulating the University's IT resources, 

d. Exploiting misconfigurations, 

e. Measures that disrupt the University's IT resources, 

f. The creation, storage, implementation and distribution of spyware/malware, 

g. Sending spam/spoofing/phishing emails with the intention of deception or harassment, 

h. Using email distribution lists to disseminate information unrelated to studying or working at the 

University, 

i. Accessing information with racist, sexist or pornographic content or content that glorifies vio-

lence, as well as its collection, processing, storage and distribution, where the activity is not car-

ried out for legal training, continuing education or research purposes or in the context of services 

for third parties, 

j. The illegal copying of information or software of any kind, 

k. The unlawful provision, distribution and use of copyrighted works of any kind (in particular 

films, music and photos). 

3  To ensure the security of IT resources, the information security officer is permitted to use recognised 

tools and methods to assess vulnerability. He or she may, within the constraints of the budget, entrust 

this activity to a third party. The Dean of Finance and Services and Head of IT Services must be in-

formed in advance of any intended assessment. 

 

III.  Logging and monitoring 

 

Art. 10 Purpose 

1  The measures and activities aimed at logging and monitoring IT resources primarily serve the pur-

pose of checking and ensuring 

a. Technical safety,  

b. Functionality, 

c. The availability of IT resources and information.  



  

 

2  Monitoring and logging measures also serve the following purposes: 

a. Reviewing and ensuring the protection objectives pursuant to the information security directive, 

b. Preventing the misuse of IT resources, 

c. Providing personal evidence of the misuse of IT resources, 

d. Ensuring the efficient use of IT resources and their optimisation. 

 

Art. 11 Competences  

If monitoring or logging measures are required in connection with a reported incident, IT Services im-

mediately reports this to the information security officer. He or she decides on the course of action and 

informs the Executive Board in relevant cases. The internal data protection officer participates if per-

sonal data is involved. 

 

Art. 12  Record keeping and analysis 

1  The use of IT resources at the Lucerne University of Applied Sciences and Arts is logged and moni-

tored.  

2  Log data is kept for no less than six months and no more than two years, or until the end of any crim-

inal, civil or administrative proceedings at the latest. The log data is deleted once the retention period 

has expired. This does not apply to archive or backup data, which, however, may not be used to log 

or monitor user behaviour after expiry of the retention periods.  

3  Anonymised analyses of the log data to ensure technical security, functionality, availability and op-

timisation of the IT resources are permitted without restriction. They are mandated by IT Services or 

the information security officer. Anonymised evaluations may be carried out manually or by ma-

chine by IT Services or third parties using special software. 

4  At the request of IT Services or the information security officer, members of the Executive Board 

may, exceptionally, mandate individual personal evaluations of log data in their area of responsibility 

to ensure the technical security, functionality or availability of the IT resources where there is a seri-

ous risk and personal analyses are essential to eliminate the problem.  

5  Members of the Executive Board may also order personal analyses of log data in their area of re-

sponsibility if there are reasonable grounds for suspecting misuse of IT resources. These analyses 

may consider the contents of electronically transmitted information, with the exception of spoken 

contents. In a case of this nature, the users concerned and the internal data protection officer must be 

given advance warning in writing and informed of the results of the analysis, unless it is part of in-

vestigative or criminal proceedings subject to the Criminal Procedure Code. 

  



  

 

IV.  Sanctions and measures 

 

Art. 13  

1  If a user violates the statutory ordinances in connection with the use of IT resources or this directive 

or the guidelines issued pursuant to it, appropriate disciplinary measures may be taken by the rele-

vant person in charge in the case of students, or by the relevant member of the Executive Board in 

the case of University employees (in line with the personnel regulations in the latter event). 

2  IT Services may take further action concerning use of the University's IT resources, such as blocking 

the IT resources concerned on a precautionary basis, blocking a user account or deleting inappropri-

ate information or harmful software, insofar as this is necessary for security reasons.  

3  The Lucerne University of Applied Sciences and Arts reserves the right to initiate criminal proceed-

ings and assert claims under civil law. 

 

V.  Final provisions  

 

Art. 14 Entry into force  

This directive takes effect on 1 July 2018.  

 

 

 

 

Lucerne, 14 June 2018  

 

On behalf of the Executive Board: 

 

The Chair of the Executive Board: Markus Hodel 

Legal Adviser: Carmen A. Zimmermann 

 


